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[demo]
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lvad ar kod?]

» Ditt maktredskap till herravalde
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[kodens karriarvagarij

skrivas > kompiler% Ievereras>
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[problemet]}

vanta lite....
...det saknas nagot...

\\



[problemet]}

»Vi maste samarbete ®
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[kodens karriarvagarij
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[problemen]

struktur detaljer
A komplexitet
namn
langd
kommentarer
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[Apple SSL bug]

static OSStatus SSLVerifySignedServerKeyExchange( /* ..... *1)
{

1f ((err = ReadyHash (&SSLHashSHA1l, &hashCtx)) != 0)
goto fail;

1if ((err = SSLHashSHAl.update (&hashCtx, &clientRandom)) != 0)
goto fail;

1f ((err = SSLHashSHAIl.update (&hashCtx, &serverRandom)) != 0)
goto fail;

1f ((err = SSLHashSHAIl.update (&hashCtx, &signedParams)) != 0)
goto fail;
goto fail;

i1f ((err = SSLHashSHAIl.final (&hashCtx, &hashOut)) != 0)

goto fail;
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[Apple SSL bug]

SSLInitInternalRecordLayerPendingCiphers(..)

{

}

keyDataProgress += ctx->selectedCipherSpec.cipher->params->keySize;
[* Skip server write key to get to IV */
ivPtr = keyDataProgress + ctx->selectedCipherSpec.cipher->params->keySize;

if ((err = ctx->selectedCipherSpec.cipher->c.cipher.initialize(clientPending->symCipher->params,
clientPending->encrypting,

keyPtr,

ivPtr,

&clientPending->cipherCtx)) != 0)
goto fail;
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[Iynexpected acceleration In
oyota and Lexus]

» 2004 FOrsta rapporten om hastighetsproblem
» 2007 1 person omkom
» 20009: 4 personer omkomer

» 2009-2010: 14.000.000 bilar aterkallas

y 2014: Boter pa $1.200.000.000 for att slippa atal
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[Iynexpected acceleration In
oyota and Lexus]

\\

» Felrakning av stackanvandning: 41% - 94%

» Avsaknad av redundans av kritiska datastrukturer.
» Oavsiktlig terminering av RTOS processer

» Bristfallig anvandning av kodningsregler

»11 000 globala variabler

» Gasregleringsfunktionen > 100 Cyclomatic
Complexity

» “Meningslos” Wathdog som ignorerade de flesta
RTOS felkoderna
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[verkligheten] Z

forutom konkreta
svarigheter...

...sa ar vi manniskor

lata och slarviga. (Missile.Ready ()

(target = EVIL)))
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[forberedelser]

» ditt ego => papperskorgen
—"Vi, inte du och jag”

> gemensamt arbetssatt
—"Det har forstar alla”

y testad & verifierad
— "Alla vagar andra i koden”

» struktur
—"Alla hittar i koden”
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[fragor]

ar ni redo for morgondagen?
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